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METHOD AND APPAE^TUS FOR 
OPERATING A DATA PROCESSING SYSTEM 
USING MULTIPLE CONSOLE VIEWS 

5 Kristine J- Wilson 

Mark A, Wiggins 
Gail L. Johnson 
Kate H. Tsai 

10 FIELD OF THE INVENTION 

The present invention generally relates to the operation of data 
processing systems, and more particularly to remote and distributed 
operation of a data processing system. 

15 BACKGROUND OF THE INVENTION 

Data processing systems have historically required operator 
control for the day to day operations of the host processor. Prior art 
system operations interfaces have included an operation console directly 
coupled to the system, A typical console included a keyboard for entiy of 

20 control commands, a plurality of selector switches, one or more banks of 
indicator lamps, and a CRT display for providing system status 
information to the operator. 

In various instances, the operation console is the means through 
which an operator can enter commands to the operating system. In 

25 addition, the operator can monitor messages coming from the operating 
system. This permits the operator to gather system information and 
undertake a number of tasks, ranging from booting or restarting the 
system to user and file management. 

In systems such as the 2200 Series data processing systems from 

30 Unisys, multiple operations consoles can be configured, each supporting 
a different operational function with respect to the system. For example, 
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separate consoles can be configured for magnetic tape management, user 
management, and file management. For each console, a physical 
hardware device has historically been required. 

Products such as the Single Point Operations (SPO) software 

5 available from Unisys Corporation have provided a centralized and a 
remote interface for operating data processing systems. In a system 
having multiple operations consoles, the SPO software supports a 
remote and centralized interface for interacting with the multiple 
consoles via a network. A network couples the workstation that hosts 

10 the SPO software to the hardware devices that implement the separate 
consoles. The SPO arrangement, as well as other arrangements, have 
relied on the presence of physical devices for the consoles, thereby 
adding to hardware and software maintenance costs. 

A method and apparatus that addresses the aforementioned 

15 problems, as well as other related problems, are therefore desirable. 

SUMMARY OF TH R INVENTION 

In various embodiments, the invention provides a method and 
apparatus for operating a data processing system. The data processing 

20 system hosts an operating system that is coupled to a management 
interface processor, wherein the management interface processor is 
coupled to a network having a plurality of computer systems coupled 
thereto. One or more instances of an independently operable console 
view are initiated on one or more of the computer systems, and one or 

25 more logical console objects are instantiated on the management 
interface processor. On selected ones of the computer systems, one or 
more instances of a system operations program are configured to 
transmit data received from a console view to the logical console object 
and transmit data received from a logical console object to one or more 

30 instances of a console view. The instances of the system operations 
program are coupled to the logical console objects, respectively, and in 
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response to user-initiated connection requests for each of the one or 
more instances of the console view, each instance of the console view is 
coupled to a selected instance of the system operations program. 

The above summary of the present invention is not intended to 
5 describe each disclosed embodiment of the present invention* The 
figures and detailed description that follow provide additional example 
embodiments and aspects of the present invention- 

BRIEF DESCRIPTION OF THE DRAWINGS 

10 Other aspects and advantages of the invention will become 

apparent upon review of the Detailed Description and upon reference to 

the drawings in which: 

FIG. 1 is a functional block diagram of a data processing system 

that is operable via one or more logical console objects and one or more 
15 instances of console views in accordance with one embodiment of the 

invention; 

FIG, 2 is a functional block diagram illustrating the relationships 
between logical console objects, instances of system operations 
programs, and instances of console views; 
20 FIG. 3 is an interaction diagram that illustrates interactions 

between an instance of a console view, an operations interface, and an 
instance of system operations; 

FIG. 4 is a flowchart of a process that implements an instance of a 
console view in accordance with an example embodiment of the 
25 invention; 

FIG. 5A is a flowchart of a process for obtaining a connection 
management thread; 

FIG. 5B is a flowchart of a process that implements the connection 
management thread; 
30 FIG. 6 is a flowchart of a process that implements the operations 

interface; and 
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FIG* 7 is a flowchart of a process that implements an instance of 
the system operations program. 

While the invention is susceptible to various modifications and 
alternative forms, specific embodiments thereof have been shown by way 

5 of example in the drawings and will herein be described in detail. It 
should be understood, however, that the detailed description is not 
intended to limit the invention to the particular forms disclosed. On the 
contrary, the intention is to cover all modifications, equivalents, and 
alternatives falling within the spirit and scope of the invention as defined 

10 by the appended claims, 

DETAILED DESCRIPTION 

In various embodiments of the invention, a method and apparatus 
are provided for operating a data processing system. A management 

15 interface processor is coupled to the operating system(s) of one or more 
data processing systems. For example, some data processing systems, 
such as CPDC Series systems from Unisys, can be partitioned into 
multiple, independent data processing systems (each referred to as a 
'^partition"). The management interface processor hosts one or more 

20 logical console objects for the respective partitions of the data processing 
system. 

The logical console objects are coupled, via a network for example, 
to instances of system operations programs that execute on various 
computer systems on the network. The system operations programs are 

25 portable across computer systems and manage the interface with the 
operating system. The separation of the logical console objects from the 
instances of the system operations programs provides flexibility in 
deploying the instances on suitable computer systems on the network. 
Thus, the workload can be balanced between computer systems and 

30 operators. Furthermore, upon failure of a computer system the system 
operations program can be restarted on another computer system. 
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FIG. 1 is a functional block diagram of a data processing 
arrangement including a data processing system that is operable via a 
plurality of logical consoles in accordance with one embodiment of the 
invention. Data processing arrangement 100 includes a central 

5 electronics complex 102, operations server 104, and multiple display 
stations 106-1 - 106-rL The console views 108 provide the user interface 
for operations of the systems defined by partitions 1 10-1 - llO-i. 

In one embodiment, central electronics complex 102 is a large- 
scale data processing system, such as the CPIX Series data processing 

10 systems from Unisys. Central electronics complex 102 can be configured 
into multiple partitions 110-1 - llO-i. Each of the partitions is itself a 
data processing system that is controlled by an instance of an operating 
system {not shown). 

Management interface processor 112, in one embodiment, is a 

15 Windows NT computer that is disposed in the cabinetry (not shown) that 
encases central electronics complex 102. Other hardware and software 
combinations may be suitable for implementing the management 
interface processor in other embodiments. Each of partitions 110-1 - 
110-i is coupled to management interface processor 112, and the 

20 instances of the operating systems executing on the partitions are 
coupled to software that executes on the management interface processor 
112. The management interface processor also includes a network 
interface (not shown) for connecting to network 1 14. 

Management interface processor 112 hosts obj ect-oriented 

25 software that instantiates logical console objects 116 and one or more 
operations server objects 117. The operating ^stem on each of 
partitions 110-1 - 110-i may have one or more associated logical console 
objects, depending on partition-specific configuration characteristics. 
For example, some partitions may be configured to have dedicated 
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operations consoles for viewing and managing messages directed to the 
handling of magnetic tapes. 

Management interface processor 112 provides a communication 
path between the operating systems of the various partitions 110-1 - 
5 110- 1 and the instances of the system operations program 118* When a 
console is created, a logical console object is instantiated, and the logical 
console object is connected to an instance of a system operations 
program when the console is activated* In the interest of brevity, an 
instance of the system operation program will sometimes be referred to 

10 as the "logical console." This should not be confused with the logical 
console object that is hosted on the management interface processor 
1 12. The process for creating and activating logical consoles is described 
in the application/patent, entitled, "METHOD AND APPARATUS FOR 
OPERATING A DATA PROCESSING SYSTEM" by Wilson et al., which was 

15 filed on November 8, 2000 and having application/patent number 
09/708,323. 

The logical console objects 116 are associated with respective 
instances of system operations program 118. An instance of a system 
operations program manages message transfer between an associated 

20 logical console and one or more console views 108, and in another 
embodiment supports automation of system operations. In one 
embodiment, the system operations program implements the capabilities 
found in the Friendly Console and Auto-action Message System software 
components that are available from Unisys. The instances of the system 

25 operations program are hosted on one or more data processing systems, 
for example workstation-class machines, and are launched by the 
operations interface program 120. Each operations server 104 that hosts 
one or more instances of a system operations program also hosts an 
operations interface program, 

30 The operations interface program 120 manages the instances of 

the system operations program operating on the same operations server 
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104, In response to control directives from management interface 
processor 112, instances of system operations program 118 are started 
and stopped by operations interface 120. In addition, connection status 
messages are sent between the operations interface and the 

5 corresponding operations server object 117 on the management 
interface processor for the purpose of maintaining a mapping of the 
logical console objects and the operations server(s) 104 hosting the 
associated instance of the system operations program. That is, the 
management interface processor tracks which logical consoles are 

10 associated with which partitions and on which operations server 104 the 
instances of the system operations program execute. 

The console views 108 are GUIs that support manual operation of 
the data processing system(s). More than one console view may be open 
for a particular logical console, and input commands/data can be 

15 entered from any of the views. In one embodiment, the console views are 
implemented as X-windows, and the display stations are workstation- 
class data processing systems. 

It will be appreciated that the logical nature of the console objects 
116 and the portability of the console views 108, instances of system 

20 operations 118, and operations interface program enhances flexibility in 
the operation of partitions 110-1 - llO-i. For example, network 114 may 
be a LAN, WAN, or world-wide network, thereby offering remote 
operations of the partitions. In addition, the operations interface 120 
may be hosted on a number of computer systems, thereby distributing 

25 the workload, both from a computational resource perspective and from 
an operator perspective. 

Socket-based communication is used between the various 
components in arrangement 100, thereby permitting the components to 
be distributed across the network. In an alternative embodiment, 

30 Microsoft's DCOM can be used. 
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FIG. 2 is a functional block diagram illustrating the relationships 
between logical console objects, instances of system operations 
programs, and instances of console views. Each of logical console objects 
116-1 - 116-j is coupled to one of the instances of system operations 

5 programs 118-1 - 118-j, as shown by the dotted, bi-directional lines. 
Each of the instances of the system operations program is coupled to one 
or more instances of associated ones of a console view 108-1 - 108-k. 
The system that hosts an instance of a console view does not have to be 
the same system that hosts the coupled instance of the system 

10 operations program. For example, console view 108-1 may be hosted by 
a first system, and the coupled instance of the system operations 
program may be hosted by a second system. Alternatively, console view 
and the associated instance of a system operations program may be 
hosted on the same system. 

15 E^ch instance of a console view has an associated set of 

configuration data. For example, console views 108-1 - 108-k have 
associated therewith configuration data sets 202-1 - 202-k. E^ch 
configuration data set specifies display characteristics for the associated 
console view. The display characteristics include, for example, screen 

20 colors, fonts, and criteria for selectively displaying data received from a 
logical console object. Thus, users can independently tailor each console 
view to suit unique operational requirements. 

A connection between a console view and an instance of a system 
operations program is established in response to user interaction with 

25 the console view. In response to a user selection that specifies a console 
(logical console object /partition name/system name), the console view 
cormects to an instance of the system operations program. This allows a 
single console view to be used as the console user interface for different 
systems. 

30 An instance of the system operations program receives user-input 

commands/data from a coimected console view and processes it or 
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forwards the commands/data to the host, independent from any other 
connected consoles views. Ihus, each console view that is connected to 
a given instance of a system operations program has a channel for 
providing input commands/data to the system operations program or 
5 host without interference from other input commands/data from other 
console views. Input control for the keyboard and mouse are not shared; 
commands/data entered at one console view are not replicated at 
another console view. However, where two console views are connected to 
the same instance of a system operations program, output data are 
10 routed to both console views, each displaying the data according to its 
own configuration parameters. The output data includes echo of host 
commands and the host-generated results or system operations 
program-generated results from all commands/data input at the console 
views. 

15 

FIG. 3 is an interaction diagram that illustrates interactions 
between an instance of a console view, an operations interface, and an 
instance of system operations. The vertical lines 202, 204, and 206 
illustrate execution of an instance of a console view, an instance of an 

20 operations interface, and an instance of a system operations program. 

The interaction begins with the console view transmitting to the 
operations interface a request for a connection (line 208) to an instance 
of a system operations program. The user initiates the request by 
specifying a system name (102), partition name (110), and a console 

25 name (116) that were configured at system installation. The request 
identifies a particular instance of the system operations program and is 
made via a socket-based connection in one embodiment. The operations 
interface, in response to the connection request, creates a connection 
(line 210) with the specified instance of the system operations program. 

30 For example, in one embodiment a socket-based connection is created. 
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Then the operations interface transfers its socket connection with the 
console view to the instance of the system operations program (line 212). 

The system operations program acknowledges the connection in a 
message sent to the console view (214), and the console view transmits 
5 an initialization request to the system operations program (line 216). In 
response to the initialization request, the system operations program 
transmits console data, for example, messages from the host data 
processing system, to the console view (line 218), 

User-entered commands are transmitted from the console view to 

10 the system operations program (line 220). While not shown, it will be 
appreciated that the commands are then transmitted to the connected 
logical console object, which in turn forwards the command to the 
appropriate one of partitions 110-1 - 110-i. The system operations 
program does not replicate in one instance of the console view keystrokes 

15 and mouse movements that are entered by another instance of the 
console view. Thus, a user interacting with one console view will not see 
user interaction that is entered from other console views. However, 
output messages and other results of commands from the host or system 
operations program are sent from the instance of the system operations 

20 program to all connected console views, and each console view displays 
the messages and results in a manner specified by the associated 
configuration data set. 

FIG. 4 is a flowchart of a process that implements an instance of a 
25 console view in accordance with an example embodiment of the 
invention. The process generally entails processing user requests from a 
request queue. 

At step 302, a user-interface thread is started in response to a user 
request. A request queue is established at step 304, and at step 306 a 
30 request is removed from the queue for processing. The user-interface 
thread coordinates interaction with a user. For example, the user- 
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interface thread reads commands, control key selections, and responses 
to messages (from the host) and responds accordingly. For example, a 
control key selection may invoke a menu-driven interface, while a 
command is entered as a request to be processed by the console view 

5 process. From the user-interface thread, the user also enters various 
connection management directives* 

Decision step 310 directs the process according to the type of 
request. For a request to connect to a console, the process is directed to 
step 312* At step 312, the process obtains a connection management 

10 thread, as described in FIG. 5A. The connection management thread 
handles the task of establishing a connection between the instance of the 
console view and the requested instance of the system operations 
program. Control is then returned to step 306 to get the next request 
from the queue. 

15 If the request is an acknowledgment from the operations interface 

(120, FIG. 1), the process is directed to decision step 314. When an 
acknowledgment is received from the operations interface instead of the 
system operations program, this indicates that the console does not exist 
on this operations server. Decision step 314 tests whether the requested 

20 instance of the system operations program is hosted on another 
operations server. If not, this indicates a connection failure (e.g., the 
requested console is inactive or not ready to receive a connection), and 
the process is directed to step 316. At step 316, the console view 
process waits for a selected period of time and retries a connection with 

25 another operations server (invokes the Get Connection Management 
Thread process of FIG. 5A). If the requested instance of the system 
operations program is hosted on another operations server, step 318 
obtains the location of the system operations program and connects 
(invokes the Get Connection Management Thread process of FIG. 5A). 

30 The process then returns to step 306 to get the next request from the 
request queue. 
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If the request is an acknowledgment from the connected instance 
of the system operations program, the process is directed to step 320* At 
step 320, the state of the console view process is set to indicate 
*'connected". At step 322, a connection-success message is queued to 
5 the user-interface thread. In response the user-interface thread informs 
the user that the connection has been established. The console view 
process then sends an initialization message to the connected instance of 
the system operations program at step 324 and returns to step 306 to get 
the next request from the request queue. 

10 Decision step 310 directs the process to step 326 for other types of 

requests in the request queue include, for example, input commands 
from the user. At step 326, these types of requests are processed in 
accordance with the type of request. Commands are transmitted to the 
instance of the system operations program. The process then returns to 

15 step 306 to get the next request from queue. Other types of requests 
include, for example, configuration changes (changes in color mapping, 
message suppression control, etc.) and input commands processed by 
the system operations program, such as changes to auto-response 
features and display control of selected host messages. 

20 FIG. 5A is a flowchart of a process for obtaining a connection 

management thread. At step 402, any previously created connection 
management thread of the console view is terminated. An instance of the 
operations interface is selected at step 404. The process for getting a 
connection management thread selects an operations interface based on 

25 a list of currently executing instances of the operations interface and 
with which instances of the operations interface a connection was 
previously sought. 

At step 406, a connection management thread (FIG. 5B) is started 
and a request is made to connect to the selected instance of the 

30 operations interface. The request is queued to the connection queue of 
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the operations interface (FIG. 6, 484). The process then returns control to 
the console view process (FIG- 4), 

FIG. 5B is a flowchart of a process that implements the connection 
management thread. The connection management thread manages the 
connection and transfer of messages between an instance of the console 
view and a connected instance of the system operations program- At 
step 452, the process gets a request from the connection management 
queue, and decision step 454 directs the process in response to the type 
of the request. For messages and other events received from the host 
partition via the instance of the system operations program and events 
generated by the system operations program, the process is directed to 
step 456 where the message or event is queued to the user-interface 
thread for processing. The user interface thread processes messages and 
events according to the message and event types and consistent with the 
display characteristics specified by the associated configuration data 
(e.g., 202-1, FIG. 2). 

For a connection management request to close the connection 
between the instance of the console view and the instance of the system 
operations program, the process is directed to step 458. The connection 
management thread is terminated to end the connection. 

If an error is detected by or reported to the connection 
management thread, the process is directed to decision step 460. A 
failure by the connection management thread to connect to an operations 
interface results in the process being directed to step 462. At step 462, a 
'connect to console' request is queued to the user-interface thread to 
initiate a retry. Other types of errors are processed at step 464. For 
example, the console view process (FIG. 4) is terminated for errors 
classified as catastrophic. 

FIG. 6 is a flowchart of a process that implements the operations 
interface. At step 482, a listening socket is created to accept connections 
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from different components, for example, instances of the console view 
and system operations program. Decision step 484 tests whether a 
message received on the listen socket is a request from an instance of the 
console view to connect to a particular instance of the system operations 
5 program. 

For connection requests, the process is directed to decision step 
486. If the requested instance of the system operations program (the 
"console") is hosted on the operations server (FIG. 1, 104) on which the 
operations interface is executing, the process is directed to step 488. At 
10 step 488, a connection is created for communications between the 
console view and the system operations program. The cormection is then 
transferred at step 490 to the system operations program. Note that the 
system operations program returns an acknowledgement to the console 
view to complete the cormection (FIG. 7, 514). Thereafter, the console 
15 view and system operations program coramunicate over this cormection. 
Tlie process then returns to decision step 484 to process the next 
message received over the listening socket. 

Decision step 486 directs the process to step 492 when the 
requested system operations program (the "console**) is not hosted on 
20 this operations server. The operations interface notifies the console view 
process of another operations server on which the console is hosted or 
that it carmot be found. The process then returns to decision step 484 to 
process the next message received over the listening socket. 

Decision step 484 directs the process to step 494 for other types of 
25 requests. For example, the operations server object (FIG. 1, 117) 
requests cormection and eventually requests the creation and activation 
of consoles: the console (FIG. 1, 118) requests connection back once 
instantiated in order to receive management requests such as view 
cormects; and connection requests from a console management 
30 application (not shown). The process then returns to decision step 484 
to process the next message received over the listening socket. 
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FIG. 7 is a flowchart of a process that implements an instance of 
the system operations program* The system operations program 
generally manages message transfer between one or more instances of 
the console view and a logical console object (FIG. 1, 116). At step 502, 

5 the process receives a message, from the console view, the logical console 
object or the operations interface. Decision step 504 tests whether the 
message is a connection management typ^ message, aind directs the 
process to step 506 if not. At step 506, the message is processed in 
accordance with its type. For example, messages originating from a host 

10 partition are transmitted to each connected console view, and messages 
containing commands from an instance of the console view are 
transmitted to the logical console object. 

Decision step 504 directs the process to decision step 508 if the 
message is a connection management type. If the message is a 

15 connection to a new instance of the console view (transferred from the 
operations interface 120), decision step 508 directs the process to step 
512. At step 512 an identifier for the new console view and its 
connection are added to a list of console views. At step 514, the system 
operations program sends an acknowledgment message to the new 

20 console view and returns control to step 502 to receive another message. 
When the new console view responds with an initialization message, the 
^stem operations program receives the message at step 502. Decision 
step 504 directs the process to step 506 for non-connection management 
messages. In response to an initialization message, the system 

25 operations program sends the most recently received messages from the 
host partition to the new console view. Thus, the system operations 
program maintains a buffer of recent messages from the host partition. 

If the connection management message is other than a connection 
to a new console view, the message is processed according to the type of 

30 message (520). These messages contain events that are used to manage 
the console. Example console management messages signal re- 
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initialization of the console and any connected views and signal 
termination of the console. 

Accordingly, the present invention provides, among other aspects, 
a method and apparatus for operating a data processing system. Other 

5 aspects and embodiments of the present invention will be apparent to 
those skilled in the art from consideration of the specification and 
practice of the invention disclosed herein. It is intended that the 
specification and illustrated embodiments be considered as examples 
only, with a true scope and spirit of the invention being indicated by the 

10 following claims. 
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